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Go to:
Start > Control Panel > Network and Sharing Center
Select: Manage wireless networks

ig_ Network and Sharing Center

trol Panel ~ All Control Panel Items ~ Network and Sharing Center v &3 | Search Control Panel

\SAC MRt

Control Panel Home View your basic network information and set up connections

. ) See full map
qge wireless networks L 4 -

e

Change adapter settings CITSDC13LT Internet
Change advanced sharing settings (This computer)
View your active networks Connect to a network

You are currently not connected to any networks.

Change your networking settings

'{I. Set up a new connection or network

“*“ Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

G« Connect to a network
" Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

N a Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

See also

il

" . Troubleshoot problems
omeGro
- Diagnose and repair network problems, or get troubleshooting information.

Internet Options

Windows Firewall




Select Add

.| Manage Wireless Networks

G\ ) iqffl ~ Control Panel » Network and Internet ~ Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

@dept&r properties  Profile types  Network and Sharing Center

0 items

11111

v ;Z] I Search Manage Wireless Networks




Select Manually create a network profile

i ]

\ / ' Manually connect to a wireless network

How do you want to add a network?

‘ L". Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile for
the network on your computer. You need to know the network name (SSID) and security
key (if applicable).

s Create an ad hoc network
& p, This creates a temporary network for sharing files or an Internet connection




Network Name: eduroam SSID (Case Sensitive)

Security Type: WPA2-Enterprise

Encryption type: AES

Un-check the box for Start this connection automatically

Select Next

O +!' Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: | eduroam

Security type: IWPAZ-EntErprise LI
Encryption type: IAES j

Security Key: | IS id

[~ Start this connection automatically

I~ Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.




Select Change connection settings

uff Manually connect to a wireless network '

\ /' Manually connect to a wireless network

Successfully added eduroam

<» Change connection settings
Open the connection properties so that I can change the settings.




Check “Remember my credentials for this connection each time I’'m logged on”

Select Advanced Settings

Connection Security I

Security type: WPA2-Enterprise M
Encryption type: [AES El

Choose a network authentication method:

IMlcrosoft: Protected EAP (PEAP) j Settings ’

[V RemembY my credentials for this connection each
time I'm J#aqed on
Advanced settings )

EE——




Check “Specify authentication mode:”
Drop down window select: User authentication
Click Save Credentials (Pop-Up Window Appears)

X| * Username is your UMID@eduroam.umaryland.edu
802. 1X settings | 802,11 settings |
@ R ) For Example:
i ticati . .
S jdoe@eduroam.umaryland.edu
I‘ IUser authentication L] '
R
e S T A » Enter your UMID Password
« Select OK
[~ Enable single sign on for this network
(o] fizte re user Windows Security
€ Perfor Jiate Er user Save credentials
lﬁ Saving your credentials allows your computer to connect to the network when
g you're not logged on (for example, to download updates).
v & id | dialogs to be displayed during s

OK Cancel




Click “OK” button

802. 1X settings | 802, 11 settings |

[v Specify authentication mode:

IUser authentication El Save credentials I

-

[~ Enable single sign on for this network

&
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OK D Cancel |




Next to “Microsoft: Protected EAP (PEAP)” select Settings

eduroam Wireless Network Properties X|

Connection ~Security I

Security type: \WPA2-Enterprise bl
Encryption type: IAES LI

Choose a network authentication method:
|r~mcrosoft: Protected EAP (PEAP) Settings
[V Remember my credentials for this connection ea

time I'm logqed on

Advanced settings

| OK I Cancel




Uncheck Validate Server Certificate
Next to “Secured password (EAP-MSCHAPv2)” select Configure...

aliate server certificate

Connect to these servers:

Trusted Root Certification Authorities:
[0 ana Certificate Services

[ Ac Raiz Certicamara 5.A.

O ac rarz omee

O Ac RATZ FNMT-ROM

[ ac1ramz MmN

[0 AcEDICOM Root

O acue -
1| | »

I™ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (EAP-MSCHAP v2) =] @
S®

[+ Enable Fast Reconmnect
[~ Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
I Enable Identity Privacy [

OK I Cancel




n-check Selection Box and Select OK

EAP MSCHAPv2 Properties

When connecting:

u Automatically use my Windows logon name and

password (and domain if any).

~

|< OK ZI Cancel




* Inthe “Protected EAP Properties” dialog box, click
OK.

* Inthe “eduroam Wireless Network Properties” dialog
box, click OK.

* In the “Manually connect to a wireless network”
dialog box, click OK.

* Close the “Manage wireless networks that use
(Wireless Network Connection)” dialog box.




On the Taskbar, click on the Network icon
In the dialog box, select eduroam
Click the Connect button

Mot connected

dﬂﬂ Connections are available

Wireless Network Connection ;I

v WEG’;‘* (g 10:22AM BE

Open Netwark and Sharing Center
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Login using your UMID @eduroam.umaryland.edu

For Example:
jdoe@eduroam.umaryland.edu

Select OK

Network Authentication
Please enter user credentials

Cancel |




Note

If you do not uncheck Validate Server Certificate in step 7 you
may receive a Windows Security Alert. Select Connect

Windows Security Alert i

4
! The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

E Details Terminate | @




University of Maryland — the Founding Campus
To Get Help, Contact:

CITS IT Help Desk

Email: help@umaryland.edu

Phone: 410-706-HELP(4357)

Fax: 410-706-4191

Address: 601 W. Lombard Street, Baltimore, MD 21201
Room: 5% Floor, Suite 540

Hours

Mon-Fri 8:00 am — 5:00 pm
Sat-Sun 8:00 am - 5:00 pm (Phone and E-Mail Only)




